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APPLYING DIFFERENT TRANSPORT
MECHANISMS FOR USER INTERFACE AND
IMAGE PORTIONS OF A REMOTELY
RENDERED IMAGE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation and claims the priority
benefit of U.S. patent application Ser. No. 13/620,223, filed
on Sep. 14, 2012, which is a continuation and claims the
priority benefit of U.S. patent application Ser. No. 10/426,
003, filed Apr. 30, 2003, now U.S. Pat. No. 8,291,009, which
are incorporated by reference herein in their entirety.

BACKGROUND
Field of Invention

The design of any information processing system must
typically face the requirements of speed and reliability. If
large amounts of information are to be processed, fast pro-
cessing and communications are required. For obvious rea-
sons, reliable error free transactions are also a requirement.
Obtaining both speed and reliability, however, can be diffi-
cult. Highly reliable systems often sacrifice throughput. Con-
versely, high speed systems may sacrifice reliability in order
to achieve the desired levels of performance.

This trade-off can be seen in computer graphics systems. In
particular, some computer graphic system architectures are
implemented in a client server arrangement. Here, a graphics
application and rendering resources operate at a server. A
user, meanwhile, is located at a client and controls the graph-
ics application remotely. User interface transactions need to
take place in a reliable manner. User interface transactions are
defined herein as rendering commands sent by a user to a
graphics application, and rendered graphics data for a graphi-
cal user interface (GUI) sent from rendering resources at a
server to the user’s display. A user’s commands must be
conveyed to the server in an accurate fashion. From a user’s
perspective, such commands are given through a GUL, and
can take the form of keyboard inputs, pointer inputs, such as
those produced by a mouse or touchpad, or menu selections.
The user also needs to receive accurate feedback from the
server regarding the commands, via the GUI. Along with the
image that is the subject of the graphics application (i.e., the
subject graphics), an image of the GUI is also rendered at the
server. Modified GUI images that show, for example, a
depressed button or a highlighted menu selection must be
reliably conveyed from the server back to the client.

The subject graphics, however, typically represents the
bulk of the data being rendered. Throughput in rendering and
transmitting rendered subject graphics to the client is there-
fore a priority, especially in the context of streaming graphics.
A high data rate is therefore needed in transmitting the ren-
dered subject graphics from the server to the client.

Hence there is aneed for a system and method that provides
both fast and reliable data transport in the context of a dis-
tributed computer graphics system, such that user interaction
can take place reliably, while rendered graphics can be trans-
ported quickly.

SUMMARY OF THE INVENTION

The invention described herein represents a system and
method for remote rendering of computer graphics wherein
user transactions are reliable and the transmission of rendered
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graphics data is relatively fast. In one embodiment, the sys-
tem of'the invention is implemented in a client-server context,
where a computer graphics application and rendering
resources are located at a server. A user controls the graphics
application through a client machine that is connected to the
server through a computer network. The users commands are
sent from the client to the server, while rendered computer
graphics are transmitted from the server to an output device,
such as a display at the client. Different transport protocols
are used, depending on the requirements of a particular trans-
mission. Data related to the user interface is transmitted using
a relatively reliable transport protocol, such as the transmis-
sion control protocol (TCP). Rendered subject graphics data
is transmitted from the server using a less reliable but faster
transport protocol, such as the user datagram protocol (UDP).

Further embodiments, features, and advantages of the
present invention, as well as the structure and operation of the
various embodiments of the present invention, are described
in detail below with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1is ablock diagram illustrating an embodiment of the
system of the invention.

FIG. 2 is a block diagram showing the flow and processing
of data through rendering resources located at a server,
according to an embodiment of the invention.

FIG. 3 is a block diagram illustrating the system of an
alternative embodiment of the invention.

FIG. 4 is a block diagram illustrating data flow and pro-
cessing in the embodiment of

FIG. 5 is a block diagram illustrating an exemplary render-
ing pipeline.

FIG. 6 illustrates a typical communications protocol
between a client and a server.

FIG. 7 illustrates the hierarchical context of the UDP trans-
port protocol.

FIG. 8 illustrates the hierarchical context of the TCP trans-
port protocol.

FIG. 9 is a flowchart illustrating the method of an embodi-
ment of the invention from the perspective of a client.

FIG. 10 is aflowchart illustrating the method of an embodi-
ment of the invention from the perspective of a server.

FIG. 11 is a flowchart illustrating the method of an alter-
native embodiment of the invention, from the perspective of
the client.

FIG. 12 is a flowchart illustrating the method of an alter-
native embodiment of the invention, from the perspective of a
server.

FIG. 13 is a block diagram illustrating the computing envi-
ronment of the invention, according to an embodiment.

DETAILED DESCRIPTION OF THE INVENTION
1. Overview

The invention described herein represents a system and
method for remote rendering of computer graphics wherein
GUI-related transactions are transmitted reliably and the
transmission of rendered graphics is relatively fast. The sys-
tem of'the invention is implemented in a client-server context,
where a computer graphics application and rendering
resources are located at a server. A user controls the graphics
application through a client machine in communication with
the server. The user’s commands are sent from the client to the
server, while rendered computer graphics are transmitted
from the server to an output device such as a display at the
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client. One example of a remote graphics processing system
in which the invention can be used is described in U.S. patent
application Ser. No. 09/629,458, “System, Method, and Com-
puter Program Product for Remote Graphics Processing,”
filed Jul. 31, 2000, and incorporated in its entirety by refer-
ence herein. Different transport protocols are used, depend-
ing on the requirements of a particular transmission. Data
related to user interaction, such as rendering commands, are
transmitted using a relatively reliable transport protocol, such
as TCP. Rendered subject graphics data is transmitted from
the server using a less reliable but faster transport protocol,
such as UDP.

II. System

The system of an embodiment of the invention is illustrated
generally in FIG. 1. A client 103 is shown in communication
with server 109. Communication takes place vianetwork 115.
Server 109 comprises a computer graphics application 120, a
remote rendering control system 130, and graphics resources
140. Client 103, under the control of a user (not shown),
issues rendering commands 107 to application 120. Com-
mands 107 control the operation of application 120 and
graphics resources 140. Because commands 107 must be
communicated to application 120 accurately and reliably,
commands 107 are sent using a relatively reliable transport
protocol, such as TCP. Transport protocols are well known in
the art. The data formatting and processing of TCP and other
transport protocols are described by William Stallings, Data
and Computer Communications, 2d edition, pp. 479-520,
MacMillan Publishing Co., 1988, incorporated herein by ref-
erence in its entirety.

Given commands 107, application 120 sends graphics
instructions 125 to remote rendering control system 130.
Control system 130 then sends modified graphics instructions
135to graphics resources 140. Graphics resources 140, which
include one or more rendering pipelines (not shown) then
create composited image data 145. Image data 145 includes
both the rendered subject graphics data, and the rendered GUI
graphics data. Data 145 is then processed further by control
system 130 for purposes of transmission to client 103. Such
processing can include, for example, data compression. The
result is image data 150, which is sent to client 103 via
network 115. Because a large volume of data is being trans-
mitted to client 103, throughput of the transmission is a pri-
ority. For this reason, data 150 is transmitted using a relatively
fast transport protocol, such as UDP. The data formatting and
processing of UDP and other transport protocols are
described by Stallings, id at pp. 518-519.

Note that in an alternative embodiment of the invention,
image data 150 can be sent elsewhere, in addition to or instead
of being sent to client 103. Image data can be sent to other
nodes connected to network 115, for example, to allow view-
ing by parties other than the user.

The structure and operation of graphics resources 140 is
shown in greater detail in FIG. 2. In the illustrated embodi-
ment, graphics resources 140 comprise at least two rendering
pipelines 210 and 220. The input to rendering pipeline 210 is
subject graphics data 205. The input to rendering pipeline 220
is GUI graphics data 215. GUI graphics data 215 represents
the graphical images associated with the GUI, as ultimately
seen by the user. This would include window borders, con-
trols, menus, and the like. The outputs of rendering pipelines
210 and 220 are then sent to compositor 230, which produces
composited image 145. Compositor 230 can composite ren-
dered subject graphics data and rendered GUI graphics data
in a number of ways, as is well known in the art. Compositing
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can be performed on the basis of alpha values, for example, or
performed by depth buffering. Additional methods of com-
positing include layering and chromakeying. As is known in
the art, compositor 230 can be implemented in hardware,
software, or a combination thereof.

Decoupling the rendering of GUI graphics and subject
graphics in separate pipelines is described in greater detail in
U.S. patent application Ser. No. 10/208,049, “System and
Method for Decoupling the User Interface and Application
Window in a Graphics Application,” filed Jul. 31, 2002, and
incorporated herein by reference in its entirety.

An alternative embodiment of the invention is illustrated in
FIG. 3. A client 303 communicates with server 309 via net-
work 315. Commands 307 are sent to computer graphics
application 320 which executes on server 309. As before,
commands 307 are transmitted using a reliable transport pro-
tocol, such as TCP. Application 320 sends graphics instruc-
tions 325 to a remote rendering control system 330. Control
system 330 then sends modified graphics instructions 335 to
graphics resources 340. As will be described below, in an
embodiment of the invention, graphics resources 340 com-
prise two or more rendering pipelines. Rendered image data is
then sent from graphics resources 340 to control system 330.
Rendered graphics data is sent from server 309 to client 303
in two distinct components in this embodiment. Rendered
subject graphics data 350 is sent to client 303 using a rela-
tively fast transport protocol, such as UDP. Rendered image
data associated with the GUI, rendered GUI graphics data
355, is sent separately. GUI image data 355 is sent using a
more reliable transport protocol, such as TCP.

Additional detail for this embodiment is illustrated in FIG.
4. In this embodiment, graphic resources 340 comprise ren-
dering pipelines 410 and 420. Subject graphics data 405 is
input to rendering pipeline 410. GUI graphics data 415 is
input to rendering pipeline 420. Compositor 430 is located at
client 303 or at some location other than server 340. Com-
positor 430 receives rendered subject graphics data 350 from
rendering pipeline 410. As described above, rendered subject
graphics data 350 is transmitted to client 303 using a rela-
tively high-throughput transport protocol, such as UDP.
Compositor 430 also receives rendered GUI graphics data
355. Rendered GUI graphics data 355 is transmitted using a
relatively reliable protocol, such as TCP. As described above
with respect to FIG. 2, a compositor can perform its process-
ing using any one of several compositing methods known to
those of skill in the art. As is known in the art, compositor 430
can be implemented in hardware, software, or a combination
thereof. The output of compositor 430 is composited image
data 440.

In an embodiment of the invention, a rendering pipeline
can be implemented as illustrated in FIG. 5. Rendering pipe-
line 500 is illustrative and not intended to limit the scope of
the present invention. Other types of rendering pipelines can
be used as would be apparent to a person skilled in the art,
given this description. Therefore, while rendering pipelines
can have the structure shown in FIG. 5, other embodiments of
rendering pipelines can be used. Moreover, rendering pipe-
lines in a given server need not be identical.

Rendering pipeline 500 comprises a vertex operation mod-
ule 522, a pixel operation module 524, a rasterizer 530, a
texture memory 540, and a frame buffer 550. Rendering pipe-
line receives graphics data 510, which is initially routed to
vertex operation module 522 and a pixel operation module
524. Texture memory 540 can store one or more textures or
images, such as texture 542. Texture memory 540 is con-
nected to a texture unit 534 by a bus (not shown). Rasterizer
530 comprises texture unit 534 and a blending unit 536.
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Texture unit 534 and blending unit 536 can be implemented
separately or together as part of a graphics processor. The
operation of these features of rendering pipeline 500 would be
known to a person skilled in the relevant art given the descrip-
tion herein.

In embodiments of the present invention, texture unit 534
can obtain either a point sample or a filtered texture sample
from textures and/or images 542 stored in texture memory
540. Blending unit 536 blends texels and/or pixel values
according to weighting values to produce a single texel or
pixel. The output of texture unit 538 and/or blending unit 536
is stored in frame buffer 550. The contents of frame buffer 550
can then be read out as output 570.

The above embodiments of remote rendering systems take
advantage of alternative methods for implementing the trans-
port layer of a conventional protocol stack. The UDP trans-
port protocol allows for faster transport of data compared to
TCP, but can be less reliable than TCP. In contrast, TCP
provides for greater reliability, at the cost of slower through-
put when compared to other transport protocols such as UDP.

The context of a transport protocol in the conventional
open systems interconnection (OSI) model is illustrated in
FIG. 6. Given two entities that need to communicate, shown
here as client 610 and server 620, the OSI model requires that
the communications protocol of each party be implemented
as seven layers. The protocol layers as implemented by client
610 include a transport protocol, implemented as layer 640
between session layer 638 and network layer 642. Analo-
gously, server 620 implements transport layer 650 between
session layer 648 and network layer 652. Ultimately, com-
munications take place over path 630. FIG. 7 illustrates the
use of a UDP transport protocol layer 720, shown here
between a session protocol layer 710 and a network protocol
layer 730. FIG. 8 illustrates the use of a TCP transport pro-
tocol layer 820 between a session layer 810 and a network
layer 830.

II1. Method

A method of the invention, from the perspective of the
client, is illustrated in FIG. 9. The process begins at step 910.
In step 920, a server transmits rendering commands to the
server, using the TCP transport protocol. In step 930, after
graphics have been rendered by the server, the client receives
rendered graphics data from the server using the UDP trans-
port protocol. In the embodiment shown, the received ren-
dered graphics data comprises both rendered subject graphics
data and rendered GUI graphics data composited together.
The process concludes at step 940.

The method of the invention from the perspective of the
server is illustrated in FIG. 10. The process begins at step
1010. In step 1020, the server receives rendering commands
from the client. These commands are transmitted using the
TCP transport protocol. In step 1030, after rendering has been
completed, rendered graphics data is transmitted to the client
using the UDP transport protocol. The rendered graphics data
includes rendered subject graphics data and rendered GUI
graphics data that has been composited together.

The method of an alternative embodiment of the invention,
from the perspective of the client, is illustrated in FIG. 11. The
process begins at step 111 0. In step 1120, the client transmits
rendering commands to the server, using the TCP transport
protocol. In step 1130, after the server has completed its
rendering, the client receives rendered subject graphics data
from the server, transmitted using the UDP transport proto-
col. In step 1140, the client receives rendered GUI graphics
data from the server, transmitted using the TCP transport
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protocol. The process concludes at step 1150. Note that in
alternative embodiments, steps 1130 and 1140 may take place
in any order or may take place in parallel.

The process of this embodiment of the invention, from the
perspective of the server, is illustrated in FIG. 12. The process
begins at step 1210. In step 1220, the server receives render-
ing commands from the client, sent using the TCP transport
protocol. In step 1230, the server transmits rendered subject
graphics data to the client using the UDP transport protocol.
In step 1240, the server transmits rendered GUI graphics data
to the client, using the TCP transport protocol. The process
concludes at step 1250. In alternative embodiments of the
invention, steps 1230 and 1240 may take place in any order, or
may take place in parallel.

IV. Computing Environment

Both a client and a server represent computer systems.
Logic that implements a transport protocol can be imple-
mented as computer program code that executes on a com-
puter system. An example of such a computer system 1300 is
shown generally in FIG. 13. Computer system 1300 includes
one or more processors, such as processor 1304. The proces-
sor 1304 is connected to a communication infrastructure
1306, such as a bus or network. After reading this description,
it will become apparent to a person skilled in the relevant art
how to implement the invention using other computer sys-
tems and/or computer architectures.

Computer system 1300 includes a main memory 1308,
preferably random access memory (RAM), and may also
include a secondary memory 1310. The secondary memory
1310 may include, for example, a hard disk drive 1312 and/or
aremovable storage drive 1314. The removable storage drive
1314 reads from and/or writes to a removable storage unit
1318 in a well-known manner. Removable storage unit 1318
represents a floppy disk, magnetic tape, optical disk, or other
storage medium which is read by and written to by removable
storage drive 1314. The removable storage unit 1318 includes
a computer usable storage medium having stored therein
computer software and/or data.

In alternative implementations, secondary memory 1310
may include other means for allowing computer programs or
other instructions to be loaded into computer system 1300.
Such means may include, for example, a removable storage
unit 1322 and an interface 1320. Examples of such means
may include a removable memory chip (such as an EPROM,
or PROM) and associated socket, and other removable stor-
age units 1322 and interfaces 1320 which allow software and
data to be transferred from the removable storage unit 1322 to
computer system 1300.

Computer system 1300 may also include a communica-
tions interface 1324. Communications interface 1324 allows
software and data to be transferred between computer system
1300 and external devices. Examples of communications
interface 1324 may include a modem, a network interface
(such as an Ethernet card), a communications port, a PCM-
CIA slot and card, etc. Software and data transferred via
communications interface 1324 are in the form of signals
1328 which may be electronic, electromagnetic, optical or
other signals capable of being received by communications
interface 1324. These signals 1328 are provided to commu-
nications interface 1324 via a communications path (i.e.,
channel) 1326. This channel 1326 carries signals 1328 and
may be implemented using wire or cable, fiber optics, a phone
line, a cellular phone link, an RF link and other communica-
tions channels. In an embodiment of the invention, signals
1328 at a client can comprise rendering commands that are to
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be processed for transmission using the TCP transport proto-
col, wherein this processing is performed at least in part by
processor 1304 under software control.

Alternatively, signals 1328 at a client can comprise data
received from a server, wherein the data includes rendered
subject graphics data transmitted by the server using the UDP
transport protocol and/or rendered GUI graphics data trans-
mitted by the server using the TCP transport protocol. Here,
processor 1304 processes the received signals 1328 for sub-
sequent display.

At a server, signals 1328 can comprise rendering com-
mands that have been transmitted by a client using the TCP
transport protocol. Processor 1304 then processes received
signals 1328 for use by the graphics application. At a server,
signals 1328 can also comprise rendered subject graphics
data that is to be processed by processor 1304 for transmis-
sion using the UDP transport protocol and/or rendered GUI
graphics data to be processed for transmission with the TCP
transport protocol.

In this document, the terms “computer program medium”
and “computer usable medium” are used to generally refer to
media such as removable storage units 1318 and 1322, a hard
disk installed in hard disk drive 1312, and signals 1328. These
computer program products are means for providing software
to computer system 1300.

Computer programs (also called computer control logic)
are stored in main memory 1308 and/or secondary memory
1310. Computer programs may also be received via commu-
nications interface 1324. Such computer programs, when
executed, enable the computer system 1300 to implement the
present invention as discussed herein. In particular, the com-
puter programs, when executed, enable the processor 1304 to
implement the present invention. Accordingly, such computer
programs represent controllers of the computer system 1300.
Where the invention is implemented using software, the soft-
ware may be stored in a computer program product and
loaded into computer system 1300 using removable storage
drive 1314, hard drive 1312 or communications interface
1324.

V. Conclusion

While various embodiments of the present invention have
been described above, it should be understood that they have
been presented by way of example, and not limitation. It will
be apparent to persons skilled in the relevant art that various
changes in detail can be made therein without departing from
the spirit and scope of the invention. Thus the present inven-
tion should not be limited by any of the above-described
exemplary embodiments.

What is claimed is:

1. A method for remote rendering of graphics data, the
method comprising:

transmitting a rendering command from a client to a server,

wherein the server renders graphical user interface
(GUI) graphics data in a first rendering pipeline, and
renders subject graphics data in a second rendering pipe-
line;

receiving the rendered graphical user interface (GUI)

graphics data using a reliable transport protocol; and
receiving the rendered subject graphics data using an unre-
liable transport protocol.

2. The method of claim 1, wherein the rendering command
is transmitted using a reliable transport protocol.

3. The method of claim 2, wherein the reliable transport
protocol used to transmit the rendering command is a TCP
transport protocol.
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4. The method of claim 1, wherein the reliable transport
protocol used to receive the graphical user interface (GUI)
graphics data is TCP.
5. The method of claim 1, wherein the unreliable transport
protocol is a UDP transport protocol.
6. The method of claim 1, wherein the server obtains at
least one of a texture and an image when rendering the graphi-
cal user interface (GUI) graphics data, and when rendering
the subject graphics data.
7. The method of claim 1, further comprising:
compositing the rendered graphical user interface (GUI)
graphics data and the rendered subject graphics data into
a composited image; and
displaying the composited image on a display.
8. A system for receiving a remotely rendered graphics
data, the system comprising:
a memory;
a processor; and
a network interface, wherein the network interface:
transmits a rendering command from a client to a server
through the network interface, wherein the server ren-
ders graphical user interface (GUI) graphics data in a
first rendering pipeline, and renders subject graphics
data in a second rendering pipeline;

receives the rendered graphical user interface (GUI)
graphics data using a reliable transport protocol
through the network interface; and

receives the rendered subject graphics data using an
unreliable transport protocol through the network
interface.

9. The system of claim 8, further comprising:

a compositor that composites the rendered graphical user
interface (GUI) graphics data and the rendered subject
graphics data into a composited image; and

a display that displays the composited image.

10. A non-transitory computer-readable storage medium
having embodied thereon a program executable by a proces-
sor to perform a method for remote rendering of graphics
data, the method comprising:

transmitting a rendering command from a client to a server,
wherein the server renders graphical user interface
(GUI) graphics data in a first rendering pipeline, and
renders subject graphics data in a second rendering pipe-
line;

receiving the rendered graphical user interface (GUI)
graphics data using a reliable transport protocol; and

receiving the rendered subject graphics data using an unre-
liable transport protocol.

11. The non-transitory computer-readable storage medium
of claim 10, wherein the rendering command is transmitted
using a reliable transport protocol.

12. The non-transitory computer-readable storage medium
claim 11, wherein the reliable transport protocol used to
transmit the rendering command is a TCP transport protocol.

13. The non-transitory computer-readable storage medium
of claim 10, wherein the reliable transport protocol used to
receive the graphical user interface (GUI) graphics data is
TCP.

14. The computer-readable storage medium claim 10,
wherein the unreliable transport protocol is a UDP transport
protocol.

15. The non-transitory computer-readable storage medium
of claim 10, the program further executable to obtain at least
one of a texture and an image when rendering the graphical
user interface (GUI) graphics data, and when rendering the
subject graphics data.
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